=&

T RI C A R E

TRICARE Management Activity

Protected Health Information Management Tool
(PHIMT)

Training Reference: Regular User Manual
Version 1.0

Prepared By:
Booz Allen Hamilton



Protected Health Information Management Tool Military Health System
Regular User Manual

This page lists all of the changes that have been made to the PHIMT Regular User Manual
throughout its development.

Version Release Date Summary of Changes

1
This document contains proprietary information and will be handled within Government regulations.
It is intended solely for the use and information of the Military Health System.



Protected Health Information Management Tool Military Health System
Regular User Manual

TABLE OF CONTENTS

1.0 INTRODUCTION TO PHIMT .ot 1
1.1 PHIMT REQUIREMENTS ..o s 1
111 SYSTEM REQUIREMENTS ..ot 1

112 BROWSER REQUIREMENTS .....ooiiiiiiiicii s 1

113 PLUG-INS et r e bttt e e n et an b et enn e 2

2.0 GETTING STARTED ..ottt e bbbt e e ar et 2
2.1 USER DEFINITIONS AND ROLES ..ot e 2
211 PHIMT ROLES AND PERMISSIONS. ..ottt 3

212 REGULAR USER ROLE ...t 3

3.0 ACCESSING AND USING PHIMT ....ooiiiiiiiiii s 3
4.0 REGULAR USER TABS ..ottt 5
4.1 USER TAB. ..ot ettt R e R R e ettt ere 5
4.2 PATIENT TAB Lottt bbbkt e e h bbb et e neean et an et e et e nne 6
4.3 REQUESTS TAB ...ttt bbbt h bbb et e e e r et an b e e e e nne s 6
44 REQUESTER TAB.. ..o bbb sr bbb e e e 7
5.0 UNDERSTANDING PHIMT SCREENS. ..ot e 8
5.1  SCREEN FEATURES. ...ttt s 8
5.11 DATE o 8

512 NAVIGATIONAL OPTIONS ... 8

513 STATUS BOX ...ttt ettt 8

514 ACTIVITY HYPERLINKS ..o 9

5.15 PHIMT SCREEN TABS ...ttt 9

5.1.6 SCREEN TITLE ...t e 9

5.1.7 DISPLAY SCREEN/APPLICATION WINDOW........cooitiiiiiiiiiinieesieneeesie s 9

5.2 PHIMT ERROR MESSAGES. ..........co i s 10
6.0 USER TAB ACTIVITIES. ... .o s 10
6.1 MY PROFILE ...ttt et 11
6.2 MY REQUESTS ...ttt 12
6.3 MY WORKLIST Lo bbbttt ne e an bbb 14
6.4 SWITCH ORGANIZATIONS ...ttt 15
7.0 PATIENT TAB ACTIVITIES ..o e 15
7.1 PATIENT SEARCH ..ot 16
7.2 ADD A PATIENT RECORD.......coiiiiiii i s 17
7.3 CREATE AN ALTERNATIVE PHONE NUMBER.......ccccoiiii 20
8.0 REQUESTS TAB ACTIVITIES ...t 21
8.1 RECORD A DISCLOSURE REQUEST .....ocoiiiiieee et 21
8.1.1 UPDATE PATIENT ADDRESS. ... ..ottt 27
8.2 RECORD AN ACCOUNTING OF DISCLOSURES REQUEST ..o 29
9.0 REQUESTER TAB ACTIVITIES ... s 34
9.1 REQUESTER SEARCH ..o e e s 34
9.2 REQUESTER REQUESTS ... s 36
9.3 REQUESTER PROFILE ..ottt s 37
9.4 REQUESTER SUMMARY ...ttt ettt et 38
10.0 REGULAR USERS GLOSSARY ..ottt e 40
11.0 PHIMT REGULAR USER ROLE PERMISSIONS ..ot 44

I
This document contains proprietary information and will be handled within Government regulations.
It is intended solely for the use and information of the Military Health System.



Protected Health Information Management Tool Military Health System
Regular User Manual

1.0 INTRODUCTION TO PHIMT

The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996
requires a covered entity, (i.e., the Military Health System (MHS)) to maintain a history of when
and to whom disclosures of Protected Health Information (PHI) are made for purposes other than
treatment, payment and healthcare operations (TPO). The MHS must be able to provide an
accounting of those disclosures to an individual upon request. Authorizations and Restrictions
from an individual to a covered entity are included in the information that is required for tracking
purposes.

To comply with the requirements for disclosures, TRICARE Management Activity (TMA) is
providing an electronic disclosure-tracking tool. The Protected Health Information Management
Tool (PHIMT) stores information about all disclosures, authorizations, and restrictions that are
made for a particular patient. PHIMT has a functionality built into it that can provide an
accounting of disclosures, if necessary.

The MTF should have knowledge of DoD 6025.18-R, Health Information Privacy Regulation. A
MTF must provide an accounting of disclosures within 60 days of the request. If the covered
entity cannot honor an accounting of disclosures within the 60-day period, it must provide
information to the requestor as to the reason for the delay and expected completion date. The
covered entity may extend the time to provide the accounting by no more than 30 days. Only one
extension is permitted per request.

1.1 PHIMT Requirements

Before using PHIMT it is necessary to understand and ensure the operating requirements are
met. PHIMT has specific requirements for the operating system, browser, and plug-ins.

1.1.1 System Requirements

Using PHIMT requires a Microsoft Windows application: Windows XP (home, professional);
Windows 2000 (standard, professional, advanced); or Windows 98.

NOTE: Windows NT does work with PHIMT in most cases, but some limitations may exist.
Therefore, Windows NT is not supported for use with PHIMT.

1.1.2 Browser Requirements
PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above.

NOTE: Cookies and JavaScript should be enabled (these items are enabled in a default browser
installation)
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1.1.3 Plug-Ins

PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work
with version 5.0 but the latest version is recommended.

NOTE: To display the generated letters and reports in the browser, the Adobe Acrobat Plug-in
is required. This is normally installed with Adobe Acrobat Reader. Download Adobe Acrobat
for free at http://www.adobe.com.

2.0 GETTING STARTED

In PHIMT, the Regular User is considered to be a general user role with basic functionality.
This individual is responsible for performing various disclosure activities such as creating
disclosures and authorization requests that can be routed to a Privacy Specialist.

2.1 User Definitions And Roles

Each User is assigned to one or more organizations. An organization is a logical or physical
entity such as an MTF, a Service or TMA.

e Within an organization, each user can have one or more roles.

e A user can have the same roles in multiple organizations, or different roles in multiple
organizations.

e Roles are inherited down the permission levels

A Role is a named collection of permissions. Roles allow Users with the same permissions to be
grouped under a unique name. PHIMT roles include: Regular User, User Admin, Privacy
Specialist, and Tool Admin.

e A Regular User is a general role with basic functionality. This role can create
disclosures and authorization requests that can be routed on to a Privacy Specialist.

e A User Admin is a local administrator for an MTF or a designated Service. This role
allows one to add/modify users from within their Service and assigns roles.

e A Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This
role allows the User to maintain disclosure reporting, approve/deny disclosure requests,
amend requests, and restrict and suspend disclosures.

e A Tool Administrator has global access to the application and will be maintained by the
HIPAA Support Center. This role allows the User to configure roles within MTFs, and
create permissions within the application.

NOTE: Your particular user role will determine the PHIMT activities you are authorized to
perform. For example, as a Regular User, you can perform only those activities listed on the
User, Patient, Requests, and Requester tabs. Different user roles are authorized to access

different tabs.
2
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2.1.1 PHIMT Roles and Permissions

PHIMT roles and permissions are based on status-level relationships within service groups.
These service groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given
service group can be granted access to information required for them to perform their duties.
Specific roles have corresponding permissions that determine who will have access to what.
Individuals within PHIMT roles have access to information required for job performance as well
as access to information accessible to those roles with fewer permissions. No individual will be
granted access to information needed to perform duties that require a higher set of permissions.
Those in roles with the highest levels of permissions will have access to all information within
their service group. No individual within any service group will be granted access to information
in a service group other than their own.

For example, TMA and Support, Group A the top tier, occupies those roles with the highest
levels of permissions. These individuals are granted access to all information within their
Service Group. Those individuals in the Service Groups who occupy roles requiring a lower
level of permissions, Group B the second tier, do not have access to the information accessible to
those in the top tier. However, Group B does have access to the information in tier C, comprised
of roles requiring even lower permission levels. The third tier, Group C, is comprised of offices
and command centers within the service groups. This tier can only access information necessary
for them to complete their responsibilities. They do not have access to information within the
higher tiers. There is absolutely no viewing of another’s information outside of your own service

group.
2.1.2 Regular User Role

In PHIMT, the Regular User can create disclosure and authorization requests that can later be
routed to a Privacy Specialist. They can review patient profiles, record accounting of
disclosures, and revoke authorizations.

3.0 ACCESSING AND USING PHIMT

Now that you have an understanding of why PHIMT was developed, are familiar with its
capabilities and system requirements, and have a basic understanding of your role as a Regular
User, you are ready to access the application.

To login to the PHIMT application:

1. Enter the URL for PHIMT into the Web browser,
https://phimt.tricare.osd.mil.

/2 Notice and Terms Of Use - Microsoft Internet Explorer provided by Booz Allen Hamilton

File Edit \iew Favorites Toaols Help

«= Back - | oy | e Gl Favorites  GfMedia £# | B S = h &

Address Q& | https: fiphimt. tricare . asd. milfhipaas)

j @"\}Go
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2. Read the Notice and Terms of Use.

3. Click on the Accept button.

MHS Protected Health Information Management Tool

THIS IS A DOD COMPUTER SYSTEM. THIS COMPUTER SYSTEM, WWHICH INCLUDES ALL RELATED EQUIPMENT, NETWORKS, ARD METWORK
LEVICES (SPECIFICALLY INCLUDING SCCESS TO THE IMTERMET), ARE PROVIDED OMLY FOR OFFICIAL LS. GOWERNMENT BUSIMESS. DOD
(COMPUTER SYSTEMS MAY BE MONTORED BY AUTHORIZED PERSORMMEL TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MARMAGEMENT
(OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES . MOMTORING
INCLLUIDES "HACKER" ATTACKS TO TEST OR WERIFY THE SECURITY OF THIS SYSTEM AGAINST USE 8% UNAUTHORIZFED PERSOMNS . DURING
THESE ACTIVITIES, INFORMATION STORED ON THIS S STEM M2y BE EXAMINED, COPIED AND USED FOR AUTHORIZED PURPOSES AND DATA
(OR PROGRAMS MAY BE PLACED INTO THIS S¥STEM. THEREFORE, INFORMATION YOU PLACE ON THIS S¥STEM IS MOT PRIVATE. USE OF THIS
OO0 COMPUTER SYSTEM, AUTHORIZED OR UMAUTHORIZED, CONSTITUTES COMSENT TO OFFICIAL MOMTORING OF THIS SYSTEM.
UMALITHORIZED USE OF A DOD COMPUTER SYSTEM MAY SUBJECT Y¥OU TO CRIMIMAL PROSECUTION. EVIDENCE OF UMALITHORIZED USE
[COLLECTED DURING MONITORING MAY BE PROVIDED TO APPROPRIATE PERSONNEL FOR ADMIMSTRATIVE, CRIMINAL, OR OTHER ACTION

PRIV ACY ACT WARNMPRG
IMFORMATION COMTAIMED IM THIS SYSTEM IS SUBJECT TO THE PRIVACY ACT OF 1974 (510.5.C. 5524, AS AMENDED). PERSOMAL

IMFORMATION COMTAIMED I THIS SYSTEM M&Y BE LUSED OMLY BY AUTHORIZED PERSONS IN THE CORDUCT OF OFFICIAL BUSINESS . ARY
IMDIIDIAL RESPONSIBLE FOR UMAUTHORIZED DISCLOSURE OR MISUSE OF PERSONAL INFORMATION MAY BE SUBJECT TO FINE OF UP TO

=

55,000

Military Health System

Log in using the User Name and temporary Password that has been assigned to you by your User

Admin.
4. Type in User Name and Password.

5. Click on the Login button.

w
\/‘\

T R1 C A R E

MHS Protected Health Information Management Tool

Wou are logging into the production server
Information in this version will be retained.

User Hame:

Password:

Enter your User Marme and Password to logon.

4
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The first time you login you will be prompted to change your temporary password. Your new
password must be 8 to 15 characters long and contain at least one of the following:

e Alphabetic uppercase character

e Alphabetical lower case character

e Arabic numeral (0,1,2,3,4)

e Non-alphanumeric special character (ex: !, @, #, $, etc.)

Change Password

Error{s) have occurred:
= Thi= is a temporary password, please change it now.

Old Password (Password thatl yoo are curventhy nsing.)
[
Hew Password (New password vou want to §se.)
|
Confirm Hew Password (Confire youe pew password.)
|

After logging in, PHIMT will bring you to the Regular User tabs.

4.0 REGULAR USER TABS

After having logged into PHIMT, you will notice four Regular User tabs. Each tab contains
hyperlinks that are used to perform various disclosure activities. The four tabs are:

User
Patient
Requests
Requester

4.1 User Tab

The User tab (shown below) contains all PHIMT user related information. It is designed to track
all tasks that are assigned to you. The User tab allows you to perform “desk duties” such as
updating your user profile information, viewing requests you have made, viewing your tasks, and
switching your organization. As a Regular User in PHIMT you will have access to four
hyperlinks on the User tab. The four hyperlinks include:

e My Profile
e My Requests
e My Worklist
e Switch Organizations
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Thursday, February 10, 2005 Patient Search  Logoff
/ Patient Reguests '/ Reguester
e s User Worklist
Willer, Erin
LS This
User Worklist
My Profile Activity  Reguest w . Creation
bty Requgs‘ts Instance [0 Session I Activity 1D Source Patient Requester Status Dite
My Wviorklist
edit 359 312 Reguest Approval (Disclosure) Kramer, Peter Wramer, Peter Action Pending 02/03/2003
Switch organizations

4.2 Patient Tab

The patient tab (shown below) provides the Regular User with patient specific activities.
Information can be obtained by entering a particular patient name. To access the PHIMT
database, you must first select a patient. The Patient tab allows you to perform patient related
activities including performing the patient search and updating the patient’s profile. These
activities can be performed when accessed by the following hyperlinks:

e Patient Profile — look at the profile of a particular patient with and edit patient
information
e Patient Search — look for a particular patient in the PHIMT database.

Thurzday, February 10, 2005 Patient Search  Logoff
@ User '/ Reguests \/ Reguester
Current Patient: Patien earch

Mone

FMP-SSSH (Family Member Prefix and Sponsor SEN (In xx-s-a-xcc format))
Patient Profile Il _ I _ I _ I

Patient Search _OR-

by Hame (Last) (First)

-0R -

by System ID (the identifier created by this system for the person)

l—

4.3 Requests Tab

The Requests tab (shown below) allows the Regular User to access information about the
activities requested by an individual or an organization. Using this tab you can view patient
related activities that have been requested by you or by another individual or organization, such
as a disclosure (for a release of PHI) or disclosure accounting (process a justification for a
disclosure). These activities can be performed when accessed by the following hyperlinks:

e Create New Request — initiate a request for a new disclosure activity.
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Search for Request — look for a particular request placed within your organization.

Patient Search  Logoff

Thursday, February 10, 2005
Patient %/  User Requester
Current Request: Create New Request
Mane
Select Request Type
Creste Mew Request
Search for a Reguest ¢ Dizclozure

(« Dizclozure Accounting

4.4 Requester Tab

The Requester tab allows the Regular User to access information about the individual or agency
making a request for the disclosure. Using this tab you can view information about the
requesting individual or organization. These activities can be performed when accessed by the

following hyperlinks:

Requester Summary — view a synopsis of all requests you initiated
Requester Requests — view a listing of all requests you have made
Requester Profile — view information about the originator of the request
Requester Search — search for the originator of the request

Thursday, February 10, 2005
Fatient Lser %/  Reguests

g;:;e“‘ Requester: Requester Search

Reguester Summary
Reguester Reguests
Reguester Profile

Eequester Search

Patient Search  Logoff

Choose one of the following options:

A. Select a Third-Party Organization (2 thirtpany reqguester, sich 25 3 1aw enforcement agencl oF Ihsurance company)

ILaW Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, WA 20220 ;I

B. Search for a Person search for another person, or add 8 new one*)

Hame fLast) (First) An = may be Nsed 25 2 wildeard.

Swstem 1D (ithe identiication number created by this system for the person)
¥ Incluce Patisrt Records

¥ Include Non-Patient Records

FMP-S5H (an external identifier for the person)

I

C. Search for an Organization (sezrch for another organization, or add 2 new one®)

Hame (A0 or part of the hame of the organization. Ar ™ may be wsed 35 a3 wildcard.)

DMIS Code (the external identificr for the organization)

I

* You must search for ah existing requester or requesting organization before adding & new ohe.
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5.0 UNDERSTANDING PHIMT SCREENS

Each tab of the PHIMT screens contains some basic information that will be helpful to you when
performing the various activities.

5.1 Screen Features

There are many features to the PHIMT screens that you can use to navigate your way through the
many disclosure activities you will perform. These features are discussed here.

5.1.1 Date

The date displays the current weekday, month, day, and year in the upper left corner of the
screen.

Thursday, Fehruary 3, 2005

5.1.2 Navigational Options

Navigational options, such as user search and logoff, provide directional hyperlinks that will help
you to proceed through the PHIMT application. They are located in the upper right hand corner
of the screen.

Patient =earch  Logoff

5.1.3 Status Box

The gray status box shows current information and is located in the upper left hand corner of all
PHIMT screens. The box displays the current user, user information such as organization and
assigned role, patient information, and information about what disclosure activity is currently
being performed. This information is updated when making inputs for various activities.

Current User:
Miller, Erin
LIS Thil,
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5.1.4 Activity Hyperlinks

The activity hyperlinks are located under the status box, on the left hand side of the screen. This
listing consists of hyperlinks for activities that can be performed while in a specific “tab.” The
hyperlinks may include: my worklist, patient profile, or authorization; depending on which tab
you are using. Your user role will determine specific hyperlinks listed.

My Prafile
My Requests
by Wiarklizt

Swvitch arganizations

5.1.5 PHIMT Screen Tabs

PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as
file folders for different groupings of activities. The specific tabs will vary depending on what
role you are assigned. Regular User tabs include: User, Patient, Requests, and Requester. Each
tab allows for different activities.

Patient Llser Requests Requester

5.1.6 Screen Title

The screen title is located directly under the tabs and above the display screen. This is the title of
the particular screen being displayed (ex. user worklist, patient search results)

User Worklist

User Worklist
Activity Reguest

5.1.7 Display Screen/Application Window

The display screen/application window is the PHIMT users work area. These screens contain
various fields in which to provide required information for proceeding through the PHIMT
activities. To assist with data input, PHIMT provides text boxes, windows, calendar icons, and
drop down menus. All features may not be on a particular user screen:

9
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e Radio buttons — Radio buttons appear as black dots to indicate selection. You can toggle
the buttons between selected and not selected.

e Check marks — Check marks are used to indicate a done or un-done status. You can
toggle the marks between checked and unchecked.

e Drop down menus — Drop down menus provide the user with a list of possible selections
from which to choose. Clicking on a particular selection causes it to be selected and
appear in the “window.” You can change a selection by clicking the arrow on the menu
box and then clicking on a different item.

e Text boxes — Text boxes are empty fields in which you can provide information. At
times, this data is requested as additional comments or for supplemental information.

e Calendar icons — Calendar icons are provided to make it easier for you to input required
dates. Date inputs are specific dates chosen by you to clarify time limits on various
PHIMT activities. Choose a date by selecting the arrow in the date window. A calendar
icon appears for easy inputs. Click on the desired date or use the arrows near the month
and year headings to display a date not currently shown. The date you select will appear
in the date window.

e Action buttons — Action buttons are used to guide you through the PHIMT steps and
processes. Click on these buttons to proceed through various activities. Examples of
these buttons include: Next, Save, Create, and Update.

NOTE: These features will be discussed when they are used in an activity.

5.2 PHIMT Error Messages

PHIMT issues error messages when an entry or selection is not appropriate or complete. The
message begins “Error(s) have occurred” and then follows with a bulleted list of the errors. For
example, if you try to route an activity to someone who does not access to that information, or
you are not authorized to route the information to that particular person, PHIMT will display a
message that indicating that you do not have the authority to perform that task. If you have not
provided information for all the required data fields, PHIMT will issue a message indicating that
information is missing. Once the error has been corrected, you can proceed to the next step in
the activity.

6.0 USER TAB ACTIVITIES

The User tab provides you with various hyperlinks that allow you to perform desk type duties
such as accessing PHIMT user-related information, switching organizations, viewing past
requests, and tracking tasks assigned to you. These hyperlinks include:

My profile

My requests

My worklist

Switch organizations

10
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6.1 My Profile

NOTE: The My Profile hyperlink allows you to enter/update personal information and
preference data.

To edit your profile:
1. Select the User Tab.

2. Click on the My Profile hyperlink.

2

Thursday, February 3, 2003 / Patiert Search  Logaff
/ Patient % User > Reqguests ./ Reguester

Current User: User Worklist

Miller, Erin

LIS ThA
User Worklist

hty Profile Activity  Reguest - ) Creation

%equesﬁs Instance D Session D Activity 1D Source Patiert Requester Status Diate

/ holy Wyiarklist
edit 359 32 Request Approval (Disclosure) Kramer, Peter Kramer, Peter Action Pending 020352005
Switch organizations

3. Enter your updated information in the information fields.
Note: You may update your name, phone, email, password, signature block
(ex. certification titles, educational titles), and add additional comments. You are not
authorized to change the system ID or User ID, nor to access User Roles and Use- to-User
Relationships.

Thursday, February 3, 2005 Patiert Search  Logaoff

Patient WELTS / Requests '/ Requester

Current User: User Profile
Miller, Erin

LIS This,

* Hame (Last) (Flrst) (Mictetle) (Srddr)
My Profils [piner [Erm I I

Wy Requests !

My Wiorklist

Phone Humber {ares code, phone himberoc=xaos), and extension IF applicable)

Switch organizations (Plaase note, this photte nuntber will e displayed oi Jattars as contact information.)

fro3 y [ss5-323 et

System ID (the identifier created by this systerm for the person)
560

*User ID (vser jogin name)

Iemiller

Email {example: johnfi@yahoo.corm)

Ierin.miller@lma.osd il

I IO TC aCTONT (LT R o S e e BT O e et e (S T ar e Sue 0 roar T aede )
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4. Scroll down to the bottom of the screen.

5. Click on the Update button.

Old Password (User's corrent password.)

Hew Password

Confirm Hew Password

Signature Block (RPisase note, this text will dispiay in a letter's signatore block.)

=l
=
Ci its (general ts abaut ar for the nser)
El
=
User Roles
Crganization Privacy Specialist Regular Uzer User Admin Pritmary
10th MED GROUP-USAF ACADEMY CO [l 74 I e
1S Thia, - I - el

Update

e Your new information will appear in the appropriate fields.

6.2 My Requests

NOTE: The My Requests hyperlink allows you to view the status of all requests that you have
initiated.

To view your requests:
1. Select the User Tab.
2. Select the My Requests hyperlink.

3. Select the Request Session ID to view a specific request.

12
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Thursday, February 10, 2005 ( Patiert Search
Patient User Requests Requester
Current Uzer: User Requests
Miller, Erin
LS Thid Total Reguests: 3
User Request
m’w Requests RequesltDSessmn Feguest Type Patiert Requester Lzer Status Col Crg:tt;on
—
] o 33 Dizclosure Smith, Joe J Lawe Offices of Joe Erin Routed Request For 020352005
Switch organizations Rl Accounting Gibbs Miler  Acceptance
12 Cisclosure Kramer, Kramer, Peter Erin Routed for Approval 02032005
Peter filler
291 Dizclosure Kramer, Kramer, Peter Erin Completed 01 £2552005
Peter fillet

Logoff

A detailed summary of that particular request is displayed (as shown below).

NOTE: As a Regular User, you are not authorized to edit any information in the summary.

However you can attach a document.

Thursday, February 10, 2005 Patient Search  Logoff
Patient User Reguests Reguester
C.urrent Requesl:. Edit Request
Disclosure Accounting
Request Activity History
3:‘;';"0'?3” ag::ge D g:g:iﬁ D Activity 10 Source Pa};ent Reguester Id User Status Crg;t:n
gocum;rgsa i 390 3 Reguest Acceptance (Disclosure Smith,  Law Offices of Jog James Action 020372005
RZSEZS{ ActlaoI: Accounting) Joed  Gikbs wilzon  Pending
Creste New Reguest Request Session Details (  Edit )
Search far a Reguest Description Details
Request Type Disclosure Accounting
Details of the Reguest requested by law firm
Start Date 08M 02004
Encl Diate 08272004
Autharity Serified Requester has authorization
“erify Authority Text requester has an authorization
Idertity “erified Patient ldertifier
“erify Idertity Text idertity verified
Route to Privacy Specialist Yes
Request Classification Life Insurance
Request Format RW
Letters and i Attach
10] Date Title

To attach a file to your request:

1. Click on the Attach button in the Letters and Attached Documents section.

2. Provide the document information.

13
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3. Click on the Save button.

Military Health System

Thursday, February 10, 2005

Patient User Reguests Reguester

Current Request:

Dizclosure Accounting

Summary
History
Documents
Request Details

Attach File

You may attach any document, with file size not exceeding 2M

Document Title fenter this document's titie)

Request Action Please select a file you wish to attach

I Browse... |

Create Mewy Reqguest
Search for & Reguest

Patient Search  Logaoff

6.3 My Worklist

NOTE: The My Worklist hyperlink allows you to view all tasks currently assigned to you. This

feature serves as an electronic inbox.
To view tasks on your worklist:
1. Select the User Tab

2. Select the My Worklist hyperlink.

e The Regular User can view and process all requests that have tasks currently assigned to

them.

NOTE: To process a request, select that request and perform the action or route it for approval

or denial.
Thursday, February 10, 2005 [
Patient User /. Reguests Requester
Current User: User Worklist
Miller, Erin
LS ThA
User Worklist
Wy Profile Activity  Reguest - )
Instance D Session I Activity 1D Source Patient
oy wioriist
edit 339 3z Request &Approval (Disclosure)
Switch organizations

Kramer, Peter  Kramer, Peter  Action Pending  02/03/2005

Patiert Search  Logoff

Creation

Stetus Date

Reguester
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6.4 Switch Organizations

NOTE: The Switch Organizations hyperlink allows you to change your primary status between
organizations, if you are assigned to more than one organization.

To switch between organizations:
1. Select the User Tab.

2. Select the Switch Organizations hyperlink.

Thursdsay, Februsry 10, 2005 i Patiert Search  Logoft
Patient Uszer 7 Reguests ./ Heguester "

(B EER User Worklist

Miller, Erin

LIS Thid,
User Worklist

ty Profile Activity Reguest - ) Creation

my S\Tqﬁfﬂg Instance |0 Session (O Activity ID Source Patient Requester Status Date

[y WHiOr ki
edit 333 M2 Reguest Approval (Disclosure) Kramer, Peter  Kramer, Peter  Action Pending 02032005

Swvitch organizations ,

3. Select the new organization.

4. Click on the Select button.

Thursday, February 10, 2005 Patient Search  Logoff

Patient User /  Reqguests ./ Requester

Current User: Organization Search Results

illzr, Erin

LS Thid,
Search Results

My Profile D Maime Address

Iy Requests . .

My Wyiorklist 11006 10th MED GROUP-USAF ACADEMY CO 4102 Pinion Drive Ste 4000, USAF Academy, CO S50840-4000

Switch organizations {529 US Ths Five Skyline Place, 5111 Leesburg Pike, Fallz Church, WA 22041 -53206
M

7.0 PATIENT TAB ACTIVITIES

The Patient tab consists of various hyperlinks that allow you to perform patient specific activities
such as request an authorization for a patient disclosure, edit a patient profile, and issue an
accounting for a disclosure. These hyperlinks include:

e Patient Profile
e Patient search
15

This document contains proprietary information and will be handled within Government regulations.
It is intended solely for the use and information of the Military Health System.



Protected Health Information Management Tool Military Health System
Regular User Manual

Tuesday, January 25, 2005 1 Patient Search  Logoft
Fatient £ User %/ FReguests ./ Reguester

Current Patient: Patient Search
Mone

FMP-555N (Farily Member Preilx and Sponsor SEN (Th e format))

-0R -

Patient Profile

Patient Search
by Hame fLast) (First)

-0R -

by System 1D (the identifier created by this system for the person)

o

NOTE: To access the PHIMT patient database, you must first select a patient record. All
information is accessed by either the patient’s FMP-SSSN or by the patient’s name.

We will focus on three patient related activities:
e Patient Search
e Create Patients
e Create an Alternative Phone Number

7.1 Patient Search

NOTE: The Patient Search hyperlink allows you to look for a particular patient in the PHIMT
database.

To search for a patient:

1. Select the Patient Tab.

Tussday, January 25, 2005 1 Patient Search  Logoff
Fatient i User "/  Reguests "/ Requester

Current Patient: FPatient Search
Mo

FMP-SSSH Farmiy Member Prefix apd Sponsor SEW (50 2 x0o-o-oeood fovineat))
Fatient Profile I _ I _ I _ I

Patiert Search _OR -
by Hame Last) CFiesi)

_OR -

by Sy=tem ID (the identifier cregted by this systers for the person)
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2. Type in the Search Criteria (You can search for a patient by the Family Member Prefix
(FMP) Sponsor’s SSN or by the patient’s name).

3. Click on the Search button.

Tuesday, January 25, 2005 Patient Search  Logoff

Patient Llser "/ Reguests %/ Reguester
T = Patient Search
Mone
Patiert Profile

Patient Search

by Hame fLast) FFIrst)

-0R -

by System 1D (the identifier created by this system for the persan)

=

e The Search Results screen will display.

Tuesday, January 25, 2005 Patiert Search

Fatient Lser Regquests ./  Reqguester
G0 T Patient Search Results
Smith, Joe J
Q7 /051 965
FMP-SSSM:20- _ ——
121131414 Search Results fol ) H oy o B O fr o3
ID FhiP Mame ==l Bitth Date Address
Patiert Profile Io) 295mi‘th, Joe J 121131414 1968-07-05 1588 Midland Pkwy Charleston, SC 20404

Patient Search FMA-SSSN 20-12 1131404 (2004-07-20 ta Z004-07-20)

Other options:
&djust vour search criteria and trv again.
Create & new Patient record.

Copwright @ New Gowvemance, Inc. 2000-2004, ALL RIGHTS RESERWED
Swersion: F g

Logoff

7.2 ADD APATIENT RECORD

If a patient does not exist in the PHIMT database, then the user must add a patient record. New
patient records cannot be created without first searching the database. The Create a new patient

record hyperlink allows you to enter information for a new patient into the PHIMT database.

To add a patient record:

1. Select the Patient Tab.

17
This document contains proprietary information and will be handled within Government regulations.
It is intended solely for the use and information of the Military Health System.



Protected Health Information Management Tool Military Health System
Regular User Manual

2. Type in the Search Criteria (You can search for a patient by the Family Member Prefix
(FMP) Sponsor’s SSN or by the patient’s name).

3. Click on the Search button.

Tuesday, January 25, 2005 k Patient Search  Logoff
Patient User Requests Requester

AT (FETETE Patient Search
Mone
FMP-SS5SH (Farmily Mermber Prefiz and Sponsid SEN IR Rx-s-ma-xecs format])
Patient Profile I I I I
Patient Search _OR-
by Hame (Last) (First)
IKramer | IPeter
_OR-

by Systemn ID (the identifier created by this system for the person)

s

(s «

4. 1f no results matched your search, select the Create a New Patient Record hyperlink.

Tuesday, January 25, 2005 Patient Search  Logoff

Patient User Hequests Reguester
S (P Patient Search Results
kone
Patient Praofile Search Results (sorted by birth date
[] Matne SSh Birth Date Address
Batient Search Thess Were N0 Feslits that mate hed YoUr Search criteria.

Other options:

i ol

Create & new Patiert record.

Copyright @ Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“wirsion: 224

5. Enter the patient’s information: (name, type, SSN, birth date, email, FMP-SSSN).
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6. Click on the Save button.

Military Health System

Current Patient:
Mone

Fatiert Profile

Patient Search

Tuesday, January 25, 2005

Patient User Requests Reqguester

Person Details

* Hame (Last) (First) Midicsie) (SrAdr)

Patient Search  Logoft

IKramer s IPeier

* Type
I Patiert - I
SSH (in tHELSHEIRERY format, enter DO0-00-0000" 5f not krown)

fma |z NETT

System 1D (the identifier cregted by this system for the person)
0

* Birth Date (Bith date in MIWFOLY Y'Y format)
IDS ,r|1 1 I |1 a70

Email {example: johnfifyahoo corm)

Ikramerp@yahoo.com

FMP-SSSH (Family Member Prefix and Sponsor SSN [Ih x-s-x-xooc format))

o iz Jerer

Alternate C ication Instr Fapecial lnstructi to send to the person)
=
[
C its (genera. ts abaut ar for the person)
El
[
Save P

7. Enter the Address Details (USA or International format).

8. Click on the Save button.

Current Patient:
Mane

Patiert Profile

Patiert Search

Current Patient:
hong

Address Details
Address Format (4°0 and FPO adiress shotkd wse USA format)

usa @ international
Patient Profile

* Address Line 1 (the primany address line)

J211 River Road Patiert Search

Address Line 2 (rormaily @ swile or apariment)

*City foily pame, or APD or FPO)

IAIexandria

* State (two character state identifier: 1L, MN, CO, ete, or AALAE AR for APCYFPO)
Ve -

* Postal Code (USA: #RESLHERE)

Comments [General comments abowt or for the address)

Save )]

Address Details

Address Format (4P0 ard FRO address showid dse USH format)
Usa O nternational &

Country {country hame)

I Artigua j

International Address Line 1

International Address Line 2

International Address Line 3

Comments (genreral comments about or for the address)

Save )
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7.3 CREATE AN ALTERNATIVE PHONE NUMBER

Individuals have the right to request an alternative telephone number for receiving
communications related to their PHI. An alternative telephone number can be created by
Regular Users and Privacy Specialists.

To create an alternative telephone number:

1. Scroll to the bottom of the Patient Details screen.

2. Click on the New button next to Phone Numbers.

Comments {general comments about or for the persan)

=
£
(-

Associated Addresses | ey [ Aternste Communication )

In] Street City State Zip Alternate Primary
1373 23 King St Charlestan SC 54536 es "
114 185 hiclland Py Charlestan SC 29404 es (o
Phone Humbers Mesay

In] Phane Comment Active Primary

There are curvently no phoke BNEDEers on record for this person. Click new to add one.

e The Phone Number Details screen will display (choose the USA or International format).
3. Type in the phone number and enter in any comments.

4. Click on the Save button.

Tuesday, January 25, 2005 Tuesday, January 23, 2005
Patient ~ / Uger  \/  Admin '/ Requests '/ Reguester '\ Patient / User /' Admin '/ Requests |/ Requester
Current Patient Phone Number Detalls emRTieRt Phone Number Detalls
Smith, Joe J Smith, Joe J
071054 968 Phone Format O7i05A1988 Phone Format
FMP-S35h:20- & 3 ~ FMP-555H: 20-
12113414 LS ¥ nternationsl 121131414 uss, (Wirternational

Summary Phone Humber (avea code, phone mumber, and extension if applicabie) Summary Phone Humber (enter countn-cods, area code and phone number together, fallowed by the extension)

Reguests ,— ,_ l_ Reguests l_
Record Disclosure (05 ) 5T en Recard Disclosure I &

Accounting Suspensions Accourting Suspensions
Disclosure Restrictions Dizcloaure Restrictions

Comments (gereral camments about ar for the phone)

Comments (gereral comments about ar for the phone)

Autharization This is & cell phone number with voice mai Autharization ﬂ
Patiert Profile Patient Profile
-
Patiert Search Patient Search J
Active (is this an active phone? Inactive phanes are gaing to be remaved from display and archived.)
¥
Save Save
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e The phone number you added will appear on the Patient Details screen.

Alternate Communication Instructions (special /nstructions to send correspandence to the person)

Send all info to aternste address ﬂ
Comments [(general corments about o for the person)
|- |
[ |
[ Updste )
Associated Addresses  ( Mew ) ( Atternste Communication )
18] Street City State Fip Alternate Primary
1373 23 King =t Charleston 5C 54336 fes "
1183 188 Micdland Py Charleston 3G 289404 Yes '
Phone Humbers PE
x 10} Phone Comment Active Prifmiaty
483 (803) 435-6739 This iz a cell phone number with voice Yes ol

il

8.0 REQUESTS TAB ACTIVITIES

The Requests tab allows you to access information about the activities requested by an individual
or an organization. Requests tab activities include:

e Record Disclosures Requests
e Record an Accounting of Disclosure Request.

8.1 Record a Disclosure Request

NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI.
This activity consists of five disclosure steps.

Disclosure requests allow you to forward it to a Privacy Specialist for approval or denial.
Disclosure status will be set to Pending because as a Regular User, you are not authorized to
approve disclosures. Entering the requested action allows you to route the disclosure request to
your own worklist for further research or route to a Privacy Specialist.

To record a request for disclosure:

1. Select the Requests Tab.
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2. Click on the Disclosure Radio button.

3. Click on the Next button.

Military Health System

Tuesday, January 25, 2005

4

Fatient User Reguests Reguester
Current Request:

Create New Request
Mone

Select Request Type

@Disclosure

¢~ Disclosure Accounting

Create Mew Recquest
Search for a Regquest

Batient Search  Logoff

4. Type in the patient search criteria. (You can search for a patient by the patient’s FMP-SSSN

or by the patient’s name).

5. Click on the Search button.

Tuesday, January 25, 2005 Patiert Search  Logoff
Patient User Requests Reguester
Current Request: Select Patient
Disclosure @ 1_2, 1-3, |jf:| 1_5,
Creste Mew Reguest
Search for a Reguest Patient Search
FMP-SSSH (Family Mernber Prefix and Sponsor SEN (TR soeeoemeeeos farmat))
ER] 211 iz - |a7e7
_OR-
by Hame (Last) (Firsi)
_OR-
by System ID (the identifier created by this systerm for the person)
(W«
. . 5
6. Select the radio button next to the patient’s name.
7. Click on the Select button.
Tuesday, January 25, 2005 Patient Search  Logoff

Patient User Requests Requester
Current Request: Select Patient
Digclosure — - —,
@ @ € D)

Create Mew Request

Search for & Request Patient Search Results

Search Results for FMP-SSSH = [ *30-211128767 | ¢sorted dy Dirth date )
Io FhiP SSM Birth Date

@51 30  Kramer, Peter 234125659 1970-085-11

FIMPLSSEN 30-2V 1128767 (2003-01-25 to 2005-01-23)

Mame

Address
211 River Rd. Alexandria, W 22454

Select )
Other options:
Adjust your search criteria and try again
Creste 5 newve Patient record.
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8. Select the Requester. (The Requester Search screen will appear).

Military Health System

9. Complete the information fields to search by patient, third party organization, person, or

organization. (Only complete one field).

10. Select OK, Select, or Search (for that field)

Example: If the request is being made by the patient themselves, click on the Search button

next to the patient’s name.

Tuesday, January 25, 2005

Patient User Regquests Requester

Select Patient Select Requester

®

Current Request:

Dizclosure T
I )

Creste Mewy Request

Search for a Reguest Requester Search

Choose one of the following options:

A. Select the Patient (the request is being made by the Patient themseles)

IKramer, Peter

ILaW Offices of Jos Gibhs, 1411 Jefferson Davis, Arlington, & 20220

=l

C. Search for a Person (search for another person, or o 8 new one*)

Hame fLast)

System 1D (the identification number created by this systerm for the person)

e

FMP-SSH (an external identifier for the person)

e

D. Search for an Organization (search for another organization, or add 2 pew one*)

(First) An * may be used 25 2 wildeard,

Patient Search

@

B. Select a Third-Party Organization (7 thirdbpanly requester, such 85 @ law enforcement aency or Insirance cormgpany)

[( Select D]

¥ Include Patient Records
¥ Include Mon-Patient Records

( Search )

Logjoff

11. Confirm Requester and Recipient Details. Verify and/or complete the information fields.

12. Click on the Next button.

Tuesdsay, January 25, 2005

Fatient Llger Reguests

Select Patisnt Select Requester

@ @ ® O

Current Request:
Dizclosure

Creats Mew Request

Search for a Request  Confirm Requester and Recipient Details

Patient: Peter Kramer
Date of Birth: 1970-05-11
SSH: 234125639
Address: 211 River Rd., Alexandria, WA,
22454
Requester: Feter Kramer change
Address: |211 River R, slexandria, va 22454 » | sdd Mew
Recipient: Same as requester

et a different recipient

( Bk ) ( Wes «

Reguester

Patient Search  Logoff
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13. Enter in the Request Details: (details of the request, identity verification, and authority
verification).

Tuesday, January 25, 2005 Patient Search  Logoff
Patient User Requests Reguester

Current Request: Select Patient Select Requester  Request Details

Disclosure ﬁ 6 @ ﬁ G

Create Mew Request .
SearchforaRequest  Request Details

fletails of the Reques

* Requester Identity Verified (was the requester's identity veriiied?)
[Patiert Identifier =l

Description of Requester ldentity Verification (7 the requester's identity was verified, how was Jt verified?)

license —
=

* Requester Authority Verified (was the requesters authority to access information verified?)
IPaﬂerﬂ is Requester j

Description of Requester Authority Verification (i the requesier's antharily was verified, how was 1t verified?)

|Pahent is requester ﬂ
=

Information Start Date (ihe start date for the Information in MWD YV format)

=i

14. Scroll down the screen and enter: (Information start and end date, request format, and request
classification).

15. Click on the Next button.

* Requester Identity Yerified (was the requester's idenbiy verified?)
| Patiert Idertifier -

De=cription of Requester ldentity Verification (§f the requester's identity was verified, how was it verifiec?)

license -
-~

* Requester Authority VYerified (Was the requester's authoriy to access information verified?)
IPa‘tien‘t iz Reguester 'I

Description of Requester Authority Verification (F e requester’'s authoriy was verified, how was [t verifled?)

Patient is regquester -~
-~

Information Start Date (the start date for the information i MWOL Y farrat)

|01 12502005 v|

Information End Date (ihe end date for the Information In MW OO Y'Y format)

[p2i25:2005 v|

Request Format (he format in which this request has been recelved)

|Received Request in writing =

Request Classification ¢ah optional ciassitication for this request)
[Medica
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16. Enter in the Disclosure Details: (Disclosure type, status, disclosure date, treatment start and

end date, origin organization, disclosure purpose).

Tuesday, January 25, 2005 Patient Search  Logoff
Patient User Feqguests y Reguester

(ELE (e Select Patient Select Requester  Request Details Disclosure

Disclosure Details

(@

©)] (2) (3) @ {
Creste Mew Reqguest

Search for a Reguest ; )
Disclosure Details

Disclosure Type (the bpe of disclosure)

ILaW Enforcement Purposes

Disclosure Status (the stains of the disciosure)
IPending vl
Disclosure Date (the disclosyre date in MWOLDSYYYY format)

|01 2512005 v|

Treatment Start Date (the sendice star date in MWODWYWY farmat)

|1 27072004 v|

Treatment End Date (the senvice end date In MWWOOWYYY format)

|01 512005 v|

Origin Organization (where the disciosure originated)
[us e, =l

Digclosure Purpose (the purpose of the disclosure)

ILaW Enforcement

17. Scroll down the screen and enter: (PHI description and disclosure comments).

18. Click on the Next button.

Disclosure Purpose (the parpose of the disciosure)

I Lamww Enfarcement ;I
Cther:

Protected Health Information Description (the description of the Protected Health Information disclosed)
Complete Health Record(s)

Consultation Report(=)

Discharge Summary

History and Physical Examination

Laboratory Test(=s)

Operative Report(s)

Pathology Report(s)

gm0 naq

T

Progress Motes

=

Disclosure Comments (the INTERNAL comments for this disclosure - these do NOT show up in the Protecled Health
information disclosuve report)

19. Enter in the Request Action Details.

20. From the Action drop-down box, select the appropriate routing option (Privacy Specialist).
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21. Click on the Save button.

Patient User Reguests Requester

Current Request:

Select Patient Select Reguester Request Details Disclosure Detals - Request Action
Dizclasure ~

®

Create Newy Request
Search for a Request

Request Action

Patient

Hame: Peter Kramer

SSH # 234125680

Birth Date: 08-11-1970

Address: 211 River Rd., Alexandria, VA 22454
Requester/Recipient

Hame: Peter Kramer

Address: 211 River Rd., Alexandria, VA 22454

Details of the Request (requester’s comments about the scope of this request)

Approved Part [for partially approved requests, describe part of request that was approved)

Denied Part (for partially denied requests, describe part of request that was denied)

|4_|>_

¥

4

Action raction for this request)

IRnuta to Privacy Specialist

e The Disclosure Request Summary will display.

Military Health System

Tuesday, Janusry 25, 2005

Patient User Requests Requester
C.urrent Request: Request Summary
Dizclosure
Patient
Summary Hame: Peter Kramer
Histary SSH # 234125689
gwm;’g; . Birth Date: 08-11-1970
B ails . ! .
Disclosure Details Address: 211 River Rd., Alexandria, va, 22454
Reguest Action RequesterRecipient
Hame: Peter Kramer
Create New Reguest Address: 211 River Rd., Alexandria, va, 22454
Sesarch for a Reguest
Request Status: Routed for Approval
Request Creation Date: 01/252005 ot 04:06:05 PM EST
Request Last Update Date: 0172572005 at 04:06:05 P EST
Other Request Details
Description Detailz
Request Type Disclosure

Patient Search

Details of the Reguest

Dizclosure Type

Type: Laww Enforcement Purposes, ID: 268, Date: 01/2552005

Start Date 012572005
Endl Date 0252572003
PHI tems Complete Health Record(=)

Autharity Werified

Patiert is Reguester

Logoff
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8.1.1 UPDATE PATIENT ADDRESS

For a disclosure to be valid, a patient’s address must be entered. The Regular User can update
the patient’s address in the middle of a disclosure request.

To update the patient’s address:
1. Select the Request Tab.
2. Select the Disclosure radio button.

3. Click on the Next button.

Monday, January 24, 2005
Patient

Current Request:

Create New Request
Mone

Select Request Type

@Disclosure

¢~ Disclosure Accounting

Create Mew Reguest
Search for a Request

Mext

User

Hequests I Reguester

Patient Search

Logoff

4. Type in the patient search criteria. (You can search for a patient by the patient’s FMP-SSSN

or by the patient’s name).

5. Click on the Search button.

Monday, January 24 2005
Patient

Current Request: Select Patient

Disclosure —
® @

Creste MNew Reqguest
Search for a Request

Patient Search

Patient Search

Requests Reguester
&) W s

Preiix and

I FMP-SSSH (Family M

Jin |21 |2 - |5894

SEN (I s format)) I

-OR-

by Hame (Last)

(First)

_OR-

P

by System 1D (the identifier created by this system for the persan)

Logoft

This document contains proprietary information and will be handled within Government regulations.
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e If the patient does not have an address entered in the tool, “Primary Address not selected”

will be listed next to the patient’s name.

6. Select the patient.

Military Health System

Current Request:
Disclosure

Create Mevy Request
Search for a Request

Monday, January 24, 2005

Patient User Reguests Requester

Select Patient

@ (2)

s
}
G

Patient Search Results

Search Results for FMP-555H = [ *01-211125994 | (sorted by birth date )
ICr FhP Mame SEN Birth Date Acldress

= 490 01 Jordan, Jeffrey 426369265 I Primary address not selected I

Patient Search

FMALSSEN 01-211125924 (2004-11-08 to 2004-11-08)

w.)

Other options:
Adiust your search criteria and try again.

Creste & new Patient record.

Logotf

7. Type in the patient’s address.

8. Click on the Save button.

monday, January 24, 2005

Current Request:
Disclosure

Create Mew Request
Search for & Reguest

Patiert Search
Fatient User Requests Reguester
Select Patient Select Requester

Address Details

Error(s} have occurred:
= Patient"s primary address is missing. You must enter an address to continue.

Address Format (AP0 grd FRPO gddress showld use USA format)
use & Internetional

* Address Line 1 (the primary address line)

[1234 Main Street

Address Line 2 fnosmaliy @ soite or apartment)

* City foity narne, or AP0 or FPO)

[21e=anaris

* State (two character state identitier: 1L, MN, CO, ste., or AAAEAP for APCYFEO)
S

= Postal Code (LUSA: $REE RN

Comments (general comments about or for the address)

KIE Dl

Logoff

qi,w
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e After saving the address, you can continue with the Disclosure Request where you left off.

Monday, January 24, 2005 Patiert Search  Logofi
Patient User Requests / Reguester

Current Request: Select Patient Select Requester

Disclosure f;,- @ G,- G,- G,-

Creste Mew Request
Search for a Request Requester Search

Choose one of the following options:

A. Select the Patient (the request Is belng made by the Patient themselves)

IJnrdan, Jeffrey
B. Select a Third-Party Organization (a2 ihirparty requester, sich 3s 2 law agency of )

ILaw (tfices of Joe Gibhs, 1411 Jefferson Davis, Arlington, YA 20220 ;I

C. Search for a Person ¢search for another person, or add & new ane®)

Hame iLast) (First) An ™ may be dsed a5 & wildcard,

System 1D (the identification pumber created by this system for the persan)

l— ¥ nciude Patient Records
¥ nciude Mon-Patient Records
FMP-SSH an external identifier for the person)
1

8.2 Record An Accounting of Disclosures Request

NOTE: The Disclosure Accounting hyperlink allows you to process a justification for a
disclosure. This activity consists of four accounting of disclosure steps.

A Patient may ask for an accounting of disclosures at any time. PHIMT allows for a quick
reporting of this information.

NOTE: Request Action allows you to route the request to your Privacy Specialist for approval
or denial or to your own worklist if you need to research it further.

To record a request for an accounting of disclosures:
1. Select the Requests Tab.
2. Select the Create New Request hyperlink.

3. Click on the radio button for Disclosure Accounting.
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4. Click on the Next button.

Friday, February 11, 2005 ? Patient Search  Logoff
Patient User Reguests Reguester

S'DJ;;E“‘ CiEEpEEE Create New Request

Select Request Type

Creats Mew Request
¢~ Di=closure

Disclosure Accounting

Mext

5. Search for the patient.

6. Click on the Search button.

Friday, February 11, 2005 Patient Search  Logoff
Patiant User Requests Requester

Current Request: Select Patient

Disclosure Accourting @ | -E ' [’E:} [T_AI_ .

Creste Mesw Recuest
Search for a Request Patient Search

FMP-SSSH (Family Member Prafix and Sponsor SEN (I xxooocxeeoc format))

fz0 N NIE s

_OR -

by Hame (Last) (Fiest)
| N

_OR-

by System 10 (the Jdeniifier created by this systern for the person)

N

7. Select the patient from the patient search results screen.

Friday, February 11, 2005 Patient Search ~ Logoff
Fatient k User k Requests Reguester

Current Request: Select Patient

Disclosure Accounting @ G '-E G

Create Mew Reguest .
Search for & Request Patient Search Results

Search Results for FMP-SSSH = [ *20-121131:M4 ] {sorted by birli date )
ID FMP Mame =SSN Birth Date Address
(292 20 Smith, Joe J 121131414 1965-07-05 23 King St. Charleston, SC 84536

FIMA-SSEN 2001291314804 (2004-07-20 to 2004-07-20)

Select

Other options:
Sliust vour search criteria and try again.
Creste a new Patient record.
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8. Select the current patient or organization displayed, OR complete the information fields to
search by patient, third party organization, person, or organization. Only complete one field.
(For instructional purposes, we will select the patient).

9. Select OK, Select, or Search (for that field).

Friday, February 11, 2005 Patiert Search  Logoff
Patient User Requests Requester

Current Request: Select Patient Select Requester
Dizclosure Accounting — — —
1) @ (3) (4}

Creste MNewy Reguest
Search for a Request Requester Search

Choose one of the following options:

A. Select the Patient (the request s belng made by the Patient thernselnes)

[Emith, Joe J ( Select

B. Select a Third-Party Organization (a3 thircbparly requester, such as g law enforcement agency or insarance company)
ILaW Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, W4 20220 LI [( Select )

C. Search for a Person (search for another person, or add a new one*)

Hame fLast) (Fiest) An ™ may be nsed a5 2 wildcard.

System 1D (the identification number created by this system for the person)

I— ¥ Include Patient Records

¥ Include Mon-Patient Records
FMP-SSH (an external identifier for the person)

I ( Search )

D. Search for an Organization (search for another organization, or add a new one*)

Hame (Aif or part of the hame of the organization. An ™ may be nsed as a wildcard.)

10. Confirm the requester and recipient details. Verify that the information is correct and/or
complete the information fields. (If changes are necessary, select Back, and make the
changes).

11. Click on the Next button.

Friday, February 11, 2005 Patient Search  Logoff
Patient User Requests Requester
Current Request: Select Patient Select Requester
Disclosure Accounting ol @ 5 —
(1) (3) (a)

Create Mew Request . )
Search for a Reguest Confirm Reguester and Recipient Details

Patient: Joe J Smith

Date of Birth: 1953-07-05

S5H: 121131414

Address: 23 King St., Charleston, SC
S4536

Requester: .oeJ Smith chanoe
Address: |23 King St., Charleston, SC 84536 LI Al By

Recipient: Same a5 requester
set a different recigi*
i Back )] [ Mext ’
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12. Enter the Request Details: (details of the request, identity verification, authority verification).

Frickay, Februaty 11, 2005
Patient Uszer Requests / Reguester

Select Patiert Select Requester Request Details

® @ ® ®

Current Request:
Disclosure Accounting

Create Mew Request
Search for a Reguest Request Details

Patiert Search  Loooff

Details of the Request (requester's comments, or instrictions about this request)

L

Patient i requesting an accourting of disclosures.

Requester Identity Verified (was the requester's identity verified?)
|Social Security Mumber LI

Ifilitary IO -
-

Requester Authority Verified (was the requester's authorily to access information verified?)

IPa‘tient iz Reguester ;I

|Patient i recuester | ;l
-

Description of Requester Identity Verification (¥ the requester's jdentity was verified, how was it verified?)

Description of Requester Authority Verification (i the requester's anthority was verified, how was it verified?)

13. Scroll down the screen and enter: (Information start and end date, request format, and

request classification).

14. Click on the Next button.

Requester Authority Verified (wzs the requester's authorily to access information verified?)

|F‘atierrt iz Requester j

Patient iz requester. ﬂ
w

Information Start Date (ihe start date for the information In MMWOIVYYYY format)

|1 20 542004 v|
Information End Date (the end date for the information In MWOLAYYY format)

[o1 2012005 v|

Request Format (the format in which this request has been received)

|Received Reguest in Writing LI

Request Classification (an optional classification for this request)

I Attarney LI

 Bak ) ( Nex‘th

Description of Requester Authority Verification [F the requester's authority was veniied, how was it veriiied?)

15. Enter in the Request Action details.

16. From the Action drop-down box, select the appropriate person to route the request to. (The
Regular User would route the request to the Privacy Specialist or to their worklist).
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17. Click on the Save button.

Friday, February 11, 2005

Current Request:
Disclosure Accounting

Create New Request
Search for a Reguest

Patient User Requests Reguester

Select Patiert Select Requester Reqguest Details Request Action

® @ ® ®

Request Action

Patient

Hame: Joe Smith

SSM# 121131414

Birth Date: 07-05-1963

Address: 23 King 3t., Charleston, SC 54536

Requester Recipient
Hame: Joe . Smith
Address: 23 King St., Charleston, SC 54536

Details of the Request (requesters comments about the scope of this request)
Patiert iz requesting an accourting of disclosures

Approved Part (for partiafly approved requests, describe part of request that was approved)

Denied Part (for partially denied requests, describe part of request that was denled)

>

4

I Action (gction for this request)

IRDuta to Privacy Specialist j

( Back 3 ( Save

Ll

Patient Search  Logoff

e The Req

uest Summary screen will display.

NOTE: The current disclosure accounting, appears in the status box.

Friday, February 11, 2005

Current Request:
Disclosure Accounting

SUmImaEry
History
Documents
Request Details
Request Action

Create Meww Reguest
Search for a Request

Patient User Requests Reguestar
IRequest Summary
Hame: o J Smith
SSH & 121131414
Birth Date: 07-05-1958
Address: 23 King St., Charleston, SC 4536
RequesterRecipient
Hame: .Joe J Smith
Address: 23 King 5t., Charleston, SC 84536
Request Status: Routed Request For &cceptance
Request Creation Date: 02/1152005 at 01:05:04 PM EST
Request Last Update Date: 021172005 at 01:05:06 PM EST
Other Request Details
Description Dretails

Reguest Type Dizclosure Accounting

Patient Search

Cetails of the Request Patient is requesting an accounting of disclosures.

Start Date 121552004

End Date: 0142052005

Authority Serified Patient is Requester

“erify Authority Text Patient is requester

Lagoft
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9.0 REQUESTER TAB ACTIVITIES

The Requester tab (shown below) provides access to all PHIMT Requester data and allows you
to access information about the individual or organization making the disclosure request. You
must first identify an organization or individual as the requester. This can be accomplished on
the Requester Search screen. The hyperlinks become active, on the Requester Summary screen,
once a requester has been designated. Access to requester data is provided by these hyperlinks:

Requester Summary
Requester Requests
Requester Profile
e Requester Search

Friday, February 11, 2005 Patiert Search  Logoff
Patient Lser Reguests

e Requester Search

Choose one of the following options:

Requester Summary
Reguester Reguests

Recuester Prafile [Emitn, doe 3

A. Select the Patient (the reqguest Is belng made by the Patient themsehves)

Beguester Search
B. Select a Third-Party Organization 'z thircdparty requester, such a5 & law enforcement @0ency of INSIFance cokmpanyl

ILaW Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, WA 20220 vI

C. Search for a Person (search for another persal, ar 3dd 3 new one®]

Hame fLast) (FIrst) Ap ™ mmay be Nesed 35 2 wildcard,

System ID (ihe identification number created by this system far the personl

I— M Include Patient Records

! Include Mon-Patient Records
FMP-SSH (an external identifier for the person)

I

D. Search for an Organization (segrch for anather arganization, oF aodd 3 hew ohe®)

9.1 Requester Search

NOTE: The Requester Search hyperlink allows you to search for a particular requester. (You
are searching for a patient in the database).

To search for a particular requester:

1. Select the Requester Tab.

2. Select the Requester Search hyperlink.
3. Enter the person’s name for the search.

4. Click on the Search button.
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Friday, February 11, 2005 Patient Search  Logoff

Patient User Requesis Reguester
Current Requester:  Raquester Search

hone
Choose one of the following options:

Reguester Summary _ _— . " " .
Regquester Requests A, Select a Third-Party Or (& thirckpany requester, sich a5 8 Jaw enfor t agency oF thagva 4
Reguester Profile Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, WA 20220 LI { Select }

Reguester Search
B. Search for a Person (search for another person, or add @ new ane*)

Hame (Last) (First) An ™ may be nsed a8 2 wilicard,

IThUmas , IFrad

System 1D (the fdentification number created by this systerm for the persan)

e

FMP-55H (an external identifier for the person)

I Searc

C. Search for an Organization (search for another organization, ar add & kew one®)

[V Include Patiert Records
[¥! Include Mon-Patiert Records

Hame (A1 or part of the name of the organization. An ™ may be used 25 a wildcard.)

DMIS Code (the external identifier for the oeganization)

I ( Search )

5. Select the patient from the Requester Search Results screen.

6. Click on the Select button.

Friday, February 11, 2005 Patient Search  Logoff

Patient User Requests Requester

T (g e Requester Search Results
Thomas, Fred St

Requester Summary Search Results
Requester Reguests D Mame Address
Reguester Profile
50 Thomas, Fred Sr Biox 131, &lma, K5 BE401-1000
Reguester Search
@
Other options:

Addjust your search critetia and try adgain.

Creste & new requester as a person.

e The Requester Summary screen will display. The Regular User can display reports and/or
letters or access another hyperlink.

Friclay, February 11, 2005 Patient Search  Logoff

Patient User Reguests Reguester

Current Requester: Requester Summary
Thotmas, Fred Sr

Reguester Summary Summary kem Filters | Dizplay )
Reguester Requests
Requester Profile I ¥ Reportz V¥ Letters

Reguester Search

35
This document contains proprietary information and will be handled within Government regulations.
It is intended solely for the use and information of the Military Health System.




Protected Health Information Management Tool Military Health System
Regular User Manual

9.2 Requester Requests

NOTE: The Requester Requests screen displays the status of all requests that were generated by
a particular patient or organization.

To view the status of requests:

1. Select the Requester Tab.

2. Select the Requester Search hyperlink.

3. Enter the person’s name for the search.

4. Click on the Search button.

5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.

7. The Requester Summary screen will display

NOTE: Steps 1-7 for Requester Requests are the same as those for Requester Search, 9.1. Refer
to steps 1-7 in 9.1 for screen display information.

8. Select the Requester Requests hyperlink.

Friday, Fehruary 11, 2005 Patient Search  Logoff

Patient User ./ PReguests Requester

Current Requester: Requester Summary
Thomas, Fred S

Summary lkem Filters Display
Reguester Reguests
. |7 Reports |7 Letters

Regquester Search
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The Requester Requests screen will display. All requests for that particular patient or
organization and the status of those requests will be displayed. (Regular Users can view the
status of a disclosure; however, they cannot view the details of the disclosure. They do not
have access to the Request Session ID).

Friday, February 11, 2005

EET AT Requester Requests
Thomas, Fred Sr

Reguester Summaty
Requester Requests
Reduester Profile

Reduester Search

Patiert Search
Patient User Requests Requester

Total Reguests: 19
ests

RequesltDSessm Reqguest Type Patient Requester Uszer Status Cd Crg::;on
Disclosure Thomas, Fred  Thomas, Fred  Pradesp Reguest was Accepted 01425/2005
Accounting Sr S Thaivalzppil
Disclosure Thotmas, Fred  Thomas, Fred  Pradeep Reguest was Accepted 0142552005
Accounting Sr S Thaivalzppil
Disclosure Thotmas, Fred  Thomas, Fred  Pradeep Reguest was Accepted 0142552005
Accounting Sr Sr Thaivalappil
Disclosure Thotmas, Fred  Thomas, Fred  Pradeep Reguest was Accepted 1042052004
Accounting Sr Sr Thaivalappil
Disclosure Test, Pradeep Thomas, Fred  Pradeep Completed 1042052004
Accounting Sr Thaivalappil
Disclozure Thomas, Fred Thomas, Fred Pradeep Completed 1042052004
Accounting Sr Sr Thaivalappil
Disclozure Thomas, Fred  Thomas, Fred  Pradeep Routed Reguest For 10M9/2004
Accounting Sr Sr Thaivalappil Acceptance

Locyatf

9.3 Requester Profile

NOTE: The Requester Profile hyperlink allows you to view information about the individual or

0

rganization making the request.

To edit the requester’s profile:

1.

2.

6.

7.

Select the Requester Tab.

Click on the Search button.

Click on the Select button.

Select the Requester Search hyperlink.

Enter the person’s name for the search.

The Requester Summary screen will display

Select the patient from the Requester Search Results screen.

NOTE: Steps 1-7 for Requester Profile are the same as those for Requester Search, 9.1. Refer
to steps 1-7 in 9.1 for screen display information.
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8. Select the Requester Profile hyperlink.

A\

Friday, February 11, 2005 Patiert Search  Logoff

Patient User %/ Reqguests Reguester

Current Requester: Requester Summary
Thomas, Fred Sr

Reguester Summary Summary item Filters Dizplay

Requester Profile r Reports [ Letters

Reguester Search

9. Enter the required information: name, requester type, social security number, birth date of the
requester, and the FMP-SSSN. Use drop down menus where applicable. (The following
fields are optional: email, alternate communication, comments, associated addresses, and
phone numbers).

10. Click on the Update button.

Fridery, February 11, 2005 Patiert Search  Loaoff
Patient User ./ Reguests \ Requester
T e (e Requester Profile 1 Person Details
Thomas, Fred Sr Malds CLi it i TR i Ll R L
*Hame (Last First) Micterie] Sride)
Requester Summary [Thomas , [Frea [ [sr
Requester Reguests
Requester Profile * Type
Reauester Search [Petier =

* SSH (in HEEEER formal, enter Q0000000 if nat fnawn)
|111 _|11 _|1111

Systemn ID (the identifier created by this systerm for the person)
B0

* Birth Date (Bith date In MWDLVYYYY format)
[os ifes ifress

Email (exampie: johni@yance. corm)

[ftromas@irystal com

*FMP-SSSH (Family Member Prefix and Sponsor SEN (in xx-xx-xx-xx format))
[ia = _[r= _[ra=

Alternate C Instr (special i ions to send to the person)

KIS

< (general abaut or for the persan)

9.4 Requester Summar

K101

NOTE: The Requester Summary hyperlink allows you to display all the letters and reports that
were requested.

To view a summary of all disclosure letters and reports:
1. Select the Requester Tab.

2. Select the Requester Search hyperlink.
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3. Enter the person’s name for the search.

4. Click on the Search button.

5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.

7. The Requester Summary screen will display

NOTE: Steps 1-7 for Requester Profile are the same as those for Requester Search, 9.1. Refer

to steps 1-7 in 9.1 for screen display information.
8. Select Letters or Reports (or both) by placing a check in the checkboxes.

9. Click on the Display button.

Frickay, February 11, 2005 Patiert Search

Patient User Requests Requester

CurrentRequester:  Requester Summary
Thomas, Fred Sr
Reguester Summary Summary ltem Filters | Display
Reqguester Requests

Requester Profile BPDHS ELeﬁers

Requester Search

Logoff

e A summary of all letters and reports of disclosures made by that requester will be displayed.

Friday, February 11, 2005 Patient Search  Logoff
Patient User Requests Requester

Current Requester: Requester Summary

Thotmas, Fred Sr

Requester Summary Summary ltem Fitters (| Display )

Recuester Reguests

Requester Prafile M Reparts ¥ Letters

Renuester Search
Reports
D Date Person Title:
386 012572005 Fred Thomas Sr Protected Heatth Information Dizclosure Report
354 0172572005 Fred Thomas Sr Protected Heatth Information Disclosure Report
383 01 /2572005 Fred Thomas Sr Protected Heatth Information Disclosure Report
303 10/20/2004 Pradecp Test Protected Health Information Disclosure Report
3m 1072072004 Fred Thomas Sr Protected Heatth Information Disclosure Report
270 03/21/2004 Fred Thomas Sr Protected Heatth Information Disclosure Report
16 07 0572004 Fred Thomas Sr Protected Heatth Information Disclosure Report
Letters
D Date Petzan Title

307 111672004 Fred Thomas Sr Dizclosure Report - Denial-Before Letter
304 10/20/2004 Pradesp Test Disclosure Report - Approval Letter
a0z 1072072004 Fred Thomas Sr Disclosure Report - Approval Letter
283 0872172004 Fred Thomas Sr Disclosure Restriction - Approval Letter
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10.0 REGULAR USER GLOSSARY

To facilitate clarity the following terms will be used throughout the document and are defined as
follows:

Action: Action is a PHIMT term for a specific activity that requires a response to a request.

Attach: Attach is a PHIMT option that allows the user to send documentation or files with a
disclosure.

Authorization: Authorization is a hyperlink on the Patient tab that allows the user to process an
approval for a disclosure.

Back: Back is a navigation button that allows the regular user to return to the previous screen.
Create: Create isa PHIMT option that allows the regular user to initiate a new activity.

Create new request: Create new request is a hyperlink on the Requests tab that allows the
regular user to initiate a request for a new disclosure activity.

Disclosure: Disclosure is a hyperlink on the Requests tab that allows the regular user to forward
a release of protected health information to the Privacy Specialist.

Disclosure Accounting: Disclosure accounting is a hyperlink on the Requests tab that allows
the regular user to process a justification for a disclosure.

Disclosure Details: Disclosure details is a PHIMT term that refers to information about a
specific release that the regular user can view on the patient summary screen.

Display: Display is a PHIMT option that allows the regular user to view various types of
information about a particular patient or disclosure activity.

Generate Form: Generate form is a hyperlink on the Patient tab, that allows the regular user to
create forms and letters for various disclosure activities and situations.

Logoff: Logoff is a hyperlink that allows the regular user to exit PHIMT.
Login: Login is the PHIMT opening screen that requires a User ID and password.
MTF: MTF is a PHIMT acronym for Military Treatment Facility.

My Profile: My Profile is a hyperlink on the User tab that allows the regular user to
enter/update personal information and preference data.
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My Requests: My Requests is a hyperlink on the User tab that allows regular users to view the
status of all requests initiated by them.

My Worklist: My Worklist is a hyperlink on the User tab that serves as an electronic inbox. It
allows regular users perform desktop duties such as viewing all tasks currently assigned to them.

Next: Nextis a PHIMT navigation button that allows the regular user to proceed to the next step
in an activity.

New: New is a PHIMT action button that allows the regular user to develop a new item patient,
organization.

New Patient Record: New patient record is a hyperlink on the Patient Search Results screen
that allows regular users to provide information about a new patient.

Organization: Organization is a PHIMT term used to refer to a Service or MTF.

Patient Profile: Patient profile is a hyperlink on the Patient tab that allows the regular user to
create or edit patient information.

Patient Search: Hyperlink on the Patient tab that allows the regular user to look for a particular
patient in the PHIMT database.

Patient Tab: Patient tab is a PHIMT tag or label that provides the user to patient specific
activities.

PHI: PHI is an acronym for Protected Health Information.

PHIMT: PHIMT is an acronym for Protected Health Information Management Tool. PHIMT
tracks disclosures of legally guarded information with regards to HIPAA compliance.

Regular User: Regular user is a PHIMT general role with basic functionality. This role can
create disclosures and authorization requests that can be routed to a Privacy Specialist.

Request: Request is a PHIMT term that refers to the first step in initiating a disclosure activity.

Request Action: Request action is a PHIMT term that refers to a prompt for a specific
performance (route to Privacy Specialist or route to your Worklist) to be taken on a disclosure.

Request Details: Request details is a PHIMT term that refers to allowing the regular user to
view relevant information about a particular disclosure.

Requester: Requester isa PHIMT term that refers to the person making or issuing the
disclosure activity.
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Requester Profile: Requester profile is a hyperlink on the Requester tab that allows the regular
user to view information about the individual or organization making the request.

Requester Summary: Requester summary is a hyperlink on the Requester tab that allows the
regular user to view a brief of all requests initiated by an individual or organization.

Requester Requests: Requester requests is a hyperlink on the Requester tab that allows regular
users to view a listing of all requests that were made by an individual or an organization.

Requester Tab: Requester tab is PHIMT term that refers to a tag or label that allows the regular
user to access information about the individual or agency making a request for a disclosure.

Requests Tab: Requests tab is a PHIMT term that refers to a tag or label that allows the regular
user to access information about the activities that have been requested by an individual or
organization.

Restriction: Restriction is a PHIMT term that refers to a constraint put upon a particular
disclosure activity. The constraint could refer to denying access to a particular individual or a
particular time frame.

Routing: Routing is a PHIMT term that refers to the forwarding of an approval for the
disclosure request to your worklist for later action, or to another individual. For example, a
Regular User may forward the approval request to a Privacy Specialist.

Save: Save is an action button that allows regular users to save data entries, information, and
procedures.

Search: Search is an action button that allows regular users to search for a particular individual
or activity.

Search for Request: Search for request is a hyperlink on the Requests tab that allows the
regular user to look for a particular request made by that person.

Select: Select is an action button that allows regular users to select a particular patient or
activity.

Status Box: Status box is a PHIMT term that refers to a gray box in the upper left corner of all
screens. This box displays the current information for a patient or activity; depending on actions
being performed.

Summary: Summary is a hyperlink on the Patient tab that allows regular users to view a brief of
all disclosure activities for a particular patient.
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Summary Item Filter: Summary Item Filter is a feature accessed on the Patient Summary
screen. This feature allows the regular user to display a synopsis on disclosures, suspensions,
restrictions, reports, letters, and complaints.

Suspension: Suspension is a PHIMT term that refers to the act of delaying a disclosure or
putting it on hold temporarily.

Switch Organizations: Switch Organizations is a hyperlink on the User tab that allows regular
users, who are assigned to more than one organization to switch between their organizations.
This allows them to change their primary status in an organization.

TMA: TMA is an acronym for Tricare Management Activity.

Update: Update is an action button that allows regular users to update information or perform
additional activities.

User Role: User role is a PHIMT term that refers to a named collection of permissions. A role
allows users with the same permissions to be grouped under a unique name such as: Regular
User, User Admin, or Privacy Specialist. The MTF Privacy Officer usually determines the
appropriate role.

User Tab: The User tab is a tag or label that allows the regular user to access all PHIMT user
related information. This tab is designed to track all tasks that are assigned to you.
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11.0 PHIMT REGULAR USER ROLE PERMISSIONS

PHIMT REGULAR USER PERMISSIONS

PHIMT Regular User Tab Enabled Permissions
Logon/Logoff Both
Patient Tab Create patient

Generate form
Generate letter
Patient authorization
Patient profile
Patient search
Patient summary
Patient workflow
View disclosure

User Tab Change password

Switch to other organizations
Update address

User profile

User workflow

User worklist

Workflow activity
Workflow request

Workflows tab
Admin Tab None (can attach file as part of another activity)
Requests Tab Disclosure accounting

Disclosure request

Edit request: complete PHI retrieval

Edit request: route to other user

New request: route to Information Officer, Privacy Specialist,
Other User, My Worklist

Requester Tab Requester profile
Requester summary
Requester search
Requester workflow
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